
Ethical Hacking Master Class

The Institute of Advanced Cyber Defence aims to advance both the quantity and quality of knowledge and skills in the 

domain of cyber intelligence and security. Our mission is to bridge the global skills gap and address the dearth of cyber 

defence competencies. 

The Ethical Hacking Master Class will simulate real-life hacking scenarios through which delegates will be provided with the 

essentials of a hacker's mindset. Each scenario will focus on a different set of practical tools for penetration testing, 

investigation, report generation and many other skills.

The scenarios will follow the kill chain framework, a methodology developed by Lockheed-Martin and adapted to the cyber 

security world. This framework will not only teach delegates how to think like an attacker, but how to stop malicious activity at 

every step of the operation. 

ANALYSE INVESTIGATE PROTECT & DEFEND COLLECT & OPERATE

Join international Cyber Expert to explore the world of 
cyber security. Learn how to proactively secure your 
organisation through the eyes of a hacker.

Jonathan has served several years as an officer in the Cyber-Intelligence unit of the Israeli Defence Force. Passionate about 
neuroplasticity, as a cyber security expert and an experienced trainer, Jonathan knows how to positively hack trainees’ brains into 
fast-learning; as he implements his methods into cyber defence training. He has worked in various frameworks within the industry, 
living in 7 countries on 4 continents. He is currently based in Paris training government employees on how to become Cyber 
Defence Analysts.

Presented by International Cyber Expert: 
Jonathan Erez, Director Western Europe, Cybint Cyber Solutions

Enquire Now
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Master Class Curriculum Overview

Ethical Hacking Master Class Outline

How will I benefit?
Delegates will gain the following:
•  understanding of cyber threats and vulnerabilities
•  ability to conduct penetration testing
•  ability to recognise weakness in security systems
•  skills in writing SQL and HTML.

Who should attend?
This Master Class is relevant for junior cyber security professionals who aim to advance to the next level of cyber protection by 
taking the human and interest-based approach ‒ reportedly the source of the majority of ‘successful’ cyber events.

The ideal candidate will have knowledge in cyber security (CSA level) or up to 1 year’s experience in an IT/SOC position.
Alternatively, a basic understanding or prior experience in general IT infrastructure or defensive cyber security is essential. 
No prior knowledge of hacking or attacking is required.

• Introduction to Ethical Hacking        

• Google Hacking                 

• Introduction to Web Attacks                

• SQL Injection                                

• HTML Injection               

• Vulnerabilities                  

• Incident Response                

• Auditing and Reports

• Intelligence Gathering Techniques

• Introduction to HTML and SQL 

• OWASP Top 10

• Brute Force and Password Cracking

• XSS

• Anti-Virus
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The Institute of Advanced Cyber Defence offers our training in partnership with Cybint Cyber Solutions.
Cybint was founded as a collaboration between military-trained cyber security and intelligence experts, industry 
professionals and well-seasoned educators.
The Cybint training solution is currently used by businesses, higher-education institutions and government agencies 
worldwide. The aim of the partnership is to enhance awareness, expand education and bolster the capacity of those 
involved to prevent, investigate and respond to cyber threats and cybercrime.

training@iacd.io |    www.iacd.io

Certification

The Institute of Advanced Cyber Defence ensures that our education solutions are the latest and most relevant.
The certification of our training is based on the NICE Cybersecurity Workforce Framework of the National Initiative for 
Cybersecurity Careers & Studies (NICCS), which is the premier resource for cyber security training in the United States and Europe.
Delegates who complete the Ethical Hacking Master Class are awarded a Certificate of Completion, issued by IACD and Cybint.

Investment 

R25,000 ex. VAT per delegate.
Group rate: R20,000 ex. VAT for groups of 3 or more delegates from one corporate.

Course Schedule

2-day Master Class

Contact us to be waitlisted for upcoming courses

All sessions will be held at the Institute of Advanced Cyber Defence, 10 Lower Rd, Sandton. 

Methodology

IACD prides itself on an Accelerated Learning Model, designed to cater to learners with different levels of cyber security knowledge 
and experience. Programmes are:

•  learner centred, with much of the content being self-paced

•  skills-focused, creating a constructive learning environment

•  authentic, drawing on realistic scenarios to allow you to gain hands-on experience

•  assessed regularly throughout the course, ensuring you are aware of progress

•  evergreen, with material being updated constantly to keep apace of change in the industry.
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