
The Institute of Advanced Cyber Defence’s CDAC course has one clearly defined goal ‒ to provide delegates with a solid foundation that 
will prepare them to begin a career in cyber security.

The CDAC offers practical training exercises in a virtual machine environment, allowing delegates to gain life-like experience in a 
controlled learning context. 

IACD’s three month CDAC course is the ideal launchpad for an exciting career in Cyber Defence.

The need for cyber security skills
Experts predict a global shortage of over three million cyber security professionals by 2021.  At a zero percent unemployment rate, 
cyber security is a booming industry for new professionals. You can be part of the solution to a major problem by joining the fight 
against cyber crime and putting an end to the growing threats on business, financial markets and government stability. You need to 
ensure you start out with the right skills in place.

“The demand for jobs in cyber security is growing at a rate much faster than that of other 
industries. A report released last year by Cisco estimates that there are one million 
unfilled cyber security jobs worldwide.” clickatell.com
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Who is IACD?

The Institute of Advanced Cyber Defence aims to advance both the quantity and quality of knowledge and skills in the domain of cyber 
intelligence and security. With the WEF consistently ranking ‘cyber’ in the top of their annual Global Risk Reports, and the (ISC)2 
estimating the shortage of ‘cyber’ professionals at 3 million globally, there is a clear mismatch between organisational needs and 
available talent. 

It is the IACD’s mission to bridge this gap and address the dearth of cyber defence competencies. 

The Institute’s expertise is based on first-hand experience protecting organisations from cyber threats and attacks, as well as on the 
expertise of a network of companies from tier-1 countries that are global leaders in advanced cyber defence services and solutions. 
Their offerings are military-grade and find their origins in law enforcement and national security, with their team members often having 
served in leadership positions in the world’s elite national cyber defence units. 

As such, our pedigree is unmatched and with our partners we seek to further develop and transfer this know-how for the benefit of 
individuals and organisations alike via a number of avenues.

Research

We conduct and 
sponsor a number of 
studies. Our 
landmark annual 
‘Cyber Defence 
Workforce Study’ not 
only details the many 
aspects of the gap 
between supply and 
demand of skilled 
‘cyber’ professionals 
in the region, but 
also highlights how 
to overcome the 
training and 
recruiting challenges. 
We specifically aim 
to separate the real 
insights from 
commercial 
messaging, and so 
give decisionmakers 
an up-to-date and 
unbiased view of the 
‘State of Cyber 
Defence’.

Conferences &
Seminars

Our experts are also 
sought after 
speakers at industry 
gatherings. 
Conferences are 
focused on 
government, the 
private sector and 
education 
institutions, and 
revolve around 
issues to do with 
cyber defence 
workforce 
development. The 
objective is to foster 
innovation in the 
teaching and 
learning of cyber 
defence abilities. 
Seminars are 
typically bespoke 
events for a specific 
audience, and centre 
around managerial 
and technical 
subjects.

Recruiting &
Placements

We actively recruit 
suitable candidates 
for our various 
programmes with 
the aim of placing 
them with employers  
before they even 
pass their exams. As 
part of this effort we 
give interested 
parties the 
opportunity to assist 
in the selection 
process and offer 
trainees bursaries or 
student loans.

Education and 
Training 

Individuals can enrol in 
various certified 
programmes at our 
Cyber Institute in order 
to take up 
employment in cyber 
defence upon 
graduation. We cater 
to both school leavers 
and students as well as 
experienced staff 
seeking to give their 
career a boost or 
switch professions.

Consulting & 
Advocacy

We raise awareness of 
the need for advanced 
cyber defence. Our 
specialists engage with 
many stakeholders in 
public forums. We are 
well positioned to 
provide input for and 
comments on industry 
white papers or draft 
regulations and 
legislation. Through 
webinars we share our 
insights on topical 
subjects, and we write 
opinion pieces for print 
and online 
publications. Our 
consultants are 
available for interviews 
and can participate on
panels.
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•  Problem solving and analytical skills
•  Computer literacy at a proficient level
•  An entry level computer training course or relevant undergraduate degree is advantageous.

IACD prides itself on an Accelerated Learning Model, designed to cater to learners with different levels of cyber security knowledge
and experience. Programmes are:
•  learner centred, with much of the content being self-paced
•  skills-focused, creating a constructive learning environment
•  authentic, drawing on realistic scenarios to allow you to gain hands-on experience
•  assessed regularly throughout the course, ensuring you are aware of progress
•  evergreen, with material being updated constantly to keep apace of change in the industry.

The Institute of Advanced Cyber Defence ensures that our education solutions are the latest and most relevant. The certification of our 
training is based on the NICE Cyber Security Workforce Framework of the National Initiative for Cyber Security Careers & Studies 
(NICCS), which is the premier resource for cyber security training in the United States and Europe.  Delegates who complete the lab 
suite are awarded a CDAC Certificate, issued by IACD.

R49 950 ex VAT per delegate. 
A group discount will apply for bookings of 5 or more delegates. 
Contact training@iacd.io for more information.

Commencing February 2020. 
CDAC course is 3 months. 
Monday - Friday: 9am-3pm
All sessions will be held at the Institute of Advanced Cyber Defence, 10 Lower Rd, Sandton.

To provide individuals with a solid foundation, ready to begin a career in cyber security, the CDAC course makes use of the IACD’s 
unique Simu-Lab environment. Journeying through ten individual scenarios, students will have the opportunity to engage with the 
subject matter through real-life situations, solving genuine cyber problems.

How will I benefit?
On this course, you will:
•  understand the security structures and behaviours that can enable or protect from cyber crime
•  learn effective techniques to extract intelligence from the cyber environment
•  develop confidence when faced with a cyber intrusion
•  improve your ability to respond effectively to a wider range of cyber events
•  gain the knowledge to ask the right questions regarding cyber incidents that you may encounter daily, and how to find the answers.

Who should attend?
This course is ideal for graduates with a foundational IT knowledge. This course is designed to equip individuals with hands-on 
experience so they are ready to begin a career in cyber security. Eg. SOC analyst, Business Cyber Support. It is a great springboard into 
a growing number of specialist fields in the Cyber Defence Industry.

Apply Now

Course Outline

The Institute of Advanced Cyber Defence offers our training in partnership with Cybint Cyber Solutions.
Cybint was founded as a collaboration between military-trained cyber security and intelligence experts, industry 
professionals and well-seasoned educators.

The Cybint training solution is currently used by businesses, higher-education institutions and government agencies 
worldwide. The aim of the partnership is to enhance awareness, expand education and bolster the capacity of those 
involved to prevent, investigate and respond to cyber threats and cyber crime.
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To provide individuals with a solid foundation, ready to begin a career in cyber security, the CDAC course makes use of the IACD’s 
unique Simu-Lab environment. Journeying through ten individual scenarios, students will have the opportunity to engage with the 
subject matter through real-life situations, solving genuine cyber problems.

How will I benefit?
On this course, you will:
•  understand the security structures and behaviours that can enable or protect from cyber crime
•  learn effective techniques to extract intelligence from the cyber environment
•  develop confidence when faced with a cyber intrusion
•  improve your ability to respond effectively to a wider range of cyber events
•  gain the knowledge to ask the right questions regarding cyber incidents that you may encounter daily, and how to find the answers.

Who should attend?
This course is ideal for graduates with a foundational IT knowledge. This course is designed to equip individuals with hands-on 
experience so they are ready to begin a career in cyber security. Eg. SOC analyst, Business Cyber Support. It is a great springboard into 
a growing number of specialist fields in the Cyber Defence Industry.

Investment

Certification

Course Schedule

Knowledge prerequisites

Methodology
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Curriculum Overview 

Cyber Intelligence (Discovery)
Introductory concepts are addressed in the Cyber intelligence (Discovery) module.  This lays the foundation of core Cyber Literacy skills.  
You will learn advanced search techniques and methods to uncover hidden data and recover deleted data from around the web, 
analyse metadata and digital evidence, create information alerts, gain access to the ‘Deep Web’ and develop an understanding on how 
the ‘Dark Web’ works. 

These skills are critical for complex tasks such as: due diligence, online research, litigation, anti-money laundering, and market analysis. 
This module ensures you gain a better understanding of how easy it is to gather information online in support of cyber attacks, and thus 
be better able to protect yourself and the organisation you are tasked to defend.

Apply Now

Module Units/ Lessons

Introduction to Cyber 
Security

Introduction to Cyber
Intelligence

What is the internet 
and how it works

Computer network 
basic terminology

Routers and WiFi Cloud

Search ‒ The Finder Web Search Engines
Basic Search Features
Search Operators
Google “Hacking”
Scholar
Patents

News
Images
Reverse Video Search
International Search
Engines
IFTTT

Facebook, Twitter and
Social Media Search

Google Alerts
RSS and Websites
Scanning

Tweet Deck
Twitter Alerts and Social
Media Monitoring

Diligence
Introduction to Social
Networks
Facebook ‒ Find a 
Target’s Account

Facebook ‒ Friends 
and Friendships

Locate a Twitter 
Account

Account
Twitter ‒ Followers and 
Link Analysis
LinkedIn ‒ Basics

Instagram
Reddit
People Directories ‒ 
Basics
Phone Numbers 

Business Links 
Business Reputation
Criminal Records

Employees’ CVs
Property Information
Online Public 
Databases
Raw Information

Hidden Data Metadata and
Digital Forensics
Photos and Exif

Digital Footprints
Whois Lookup
Video

Source Code
Documents’ Metadata

Trends and 
Reputation Analysis

Google Trends and
Wikipedia Trends
Google Ngram

Social Media Analysing
Tools
Hashtags ‒ Tagboard 
and BuzzSumo

Similarweb

Geo-Location Google Maps, Google
Street View and Bing 
Maps
GPS Analysers
Twitter Location

Photos
Twitter ‒ The one  
million
Tweetmap and
MapD Tweetmap

Echosec and Facebook
Check-in
Crime Reports by 
Location
Facebook Locations

Darknet and Criminal 
Trade

Introduction to Darknet
Navigate the Darknet

Darknet Test Cases

Online Research 
Methodology

Investigation Plan ‒

Missions

Covert Online Account 
‒ Dig Undercover

Investigation 
Management
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Cyber Security (Protection)
At its core, the Cyber Security (Protection) course teaches how to improve online security practices. The programme creates a deep and 
powerful network of cyber security expertise beyond the typical technical expertise. 

While your company may have robust IT protections around your data systems, you can’t control the online practices of the people 
who access them. However, upon completion of this course, you will be well equipped to navigate the digital world in the safest 
manner possible.

Curriculum Overview Continued

Module Units/ Lessons

Introduction to Cyber 
Security

Introduction to Cyber 
Security
The Internet ‒ Revision

IP, MAC and DNS
The Weakest Link
The Reach-Breach 
Concept

The Cyberspace
Cloud - How it Works 
and Cloud Security - 
Revision

Routers and WiFi - 
Revision

Cyber Crimes Types of Cyber Crimes
Theft & Damage

Hacktivists, Cyber 
Terrorists, Cyber 
Criminals, Countries

National Level Examples

Accounts, Credentials 
and Identity Thefts

Dictionary Attack and 
Brute Force
Password Security

Personal Accounts 
Breach
Personal Accounts 
Recovery

Email Accounts
Identity Theft

Social Engineerig Social Engineering 
Avoidance Social Engineering

Security-Wares, 
Viruses, Attacks

Viruses VS Malwares
Ransomware
Spyware & Trojan 
Horse

Adware
Denial of Service
Detection

Software Exploit
Antiviruses, Anti-
Malwares
& Firewalls

Prevention
Malware Recovery

Safe Browsing Web Exploits HTTPS, Digital, 

and Encryption 

Cookies
Web Browsers
Advanced Tools

WiFi Security WiFi Networks
Man in the Middle
VPN

Protecting Yourself 
When Using WiFi

Protecting Your WiFi
Network

Mobile Security The Mobile Paradox Steps to Protect Your
Mobile Phone

Hardware Exploits USB Drives Remote Takeover Shodan Search Engine

Privacy Essentials Photo Metadata
Geolocation
Seeking Privacy on

Fictive Accounts
& Credentials
Your Document’s 
Metadata

Deleted Data Hiding 
your IP
Private Search Engines
Tor

Browsing Digital Traces 
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Simu-Lab
The Simu-Lab Suite is the product of extensive military and industry experience, which offers advanced practical training in a virtual 
machine environment 

The topics taught are carefully chosen to ensure that you:
•  acquire practical knowledge related to cyber security
•  acquire hands-on experience in solving basic cyber security incidents
•  gain self-confidence and tech-confidence to step straight into the workforce
• know the right questions to ask regarding cyber incidents you will encounter daily, and how to find the answers ‒ specifically, 
   how to:

> investigate cyber-related events within an organisation’s IT systems, network and digital interactions to troubleshoot 
    malfunctions and identify cyber attacks;
>  review and evaluate incoming cyber security information to determine its relevance and usefulness to identify and resolve the  
     cyber security problem;
>  choose the optimal solution for both non-fraudulent incidents and cyber threats;
>  liaise with employees, administrators and authorities regarding cyber events within company policies and legalities;
>  reflect upon cyber events and how they were dealt with to offer constructive feedback and lessons learned.

Ethical Hacking Essentials
One of the most important characteristics of a cyber professional is the ability to think like a hacker. Much like detectives and criminals, 
understanding your target is key to solving the crime, or in this case, preventing it. It is as much about researching, analysing, and 
searching for security vulnerabilities as it is about anticipating them. 

The Ethical Hacking Essentials programme is designed to train students on the skills to help organisation stake preemptive measures 
against malicious cyber attacks by exploiting the system themselves, while staying within legal limits. Learning about the methods 
hackers use to infiltrate systems will help participants to identify and resolve issues before they become dangerous.

Curriculum Overview Continued

Module Units/ Lessons

IT Systems and 
Infrastructure within 
Organisations 

Devices
Operating Systems 
> Microsoft Window (+Sysinternals) 
> Linux 
> Protocols and Permissions

Networks and Domains 
> Endpoints 
> Servers
> Network Security and Network Layer Security

Databases and  
Management Systems 

SIEM ‒ Security Information and  
Event Management 
SQL ‒ Structured Query Language

Reading Logs
Big Data

Virtualisation Cloud Evolution and Revolution
> Cloud Solutions

IOT ‒ Internet of Things

Cyber Defense IT Monitoring

Cyber Threats and 
Cyber Attacks 

Types of Cyber Alerts
Types of Cyber Attacks

Basic Forensics

Incident Response Cyber Security Products (+Metasploit Project) 
Next Generation Defense Mechanism

Liaising with employees, admin, authorities
Company Policies / Protocols and Legalities
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For more information, please contact training@iacd.io
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Ethical Hacking Essentials
One of the most important characteristics of a cyber professional is the ability to think like a hacker. Much like detectives and criminals, 
understanding your target is key to solving the crime, or in this case, preventing it. It is as much about researching, analysing, and 
searching for security vulnerabilities as it is about anticipating them. 

The Ethical Hacking Essentials programme is designed to train students on the skills to help organisation stake preemptive measures 
against malicious cyber attacks by exploiting the system themselves, while staying within legal limits. Learning about the methods 
hackers use to infiltrate systems will help participants to identify and resolve issues before they become dangerous.

Curriculum Overview Continued

Module Units/ Lessons

Introduction to 
Ethical Hacking 

Introduction to Ethical Hacking and Penetration 
Testing
The Kill Chain
Intelligence Gathering Techniques

Google Ethical Hacking
NMAP
NMAP - Hands-On Lab

Web Application - 
Cross Site Scripting

Introduction to HTML
Introduction to JavaScript

Cross Site Scripting - Introduction
Cross Site Scripting -Hands-On Lab

Web Applications -  
SQL Injection Exposed

SQL Injection - Introduction
Databases and Relational Databases - Review
MySQL - Implementation of Relational Database 
- Review
SQL - Structured Query Language - Review
Databases, SQL, MySQL - Hands-On Lab - Review

Databases, SQL, MySQL - Review
SQL Injection
SQL Injection - Lab Intro
SQL Injection - Hands-On Lab
SQL Map

System Exploits and 
Metasploit

Introduction to Metasploit
Client Side Attacks and Reverse Shell

Metasploit - Hands-On Lab
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