
Cyber certifications 
vs cyber skills

New technologies and tools, such as IoT and the advent of the fourth industrial revolution, mean that the cybersecurity 
landscape in South Africa is constantly transforming. With this comes an increase in the variety and frequency of cyber 
threats. Cyber security is a relatively new and dynamic field, and as such there is no cohesive industry standard for training 
and education. For those aspiring to enter the field, certifications appear to be the most regulated, and are a respected 
route to a career in the industry. For current professionals, certifications are viewed as a reliable way of developing 
new skills. 

Cyber Security certifications can definitely offer value, but it’s important to remain aware of their shortcomings. As with 
many things in life, the certification doesn’t stretch quite as far as the capabilities needed in the field. To quote the Head of 
Security Analytics at Vectra Networks, Christopher Morales: “I wouldn’t call any certification a ‘need to have,’ I consider all 
of them ‘nice to have.’”

A Cyber Security certification does not guarantee success for a Cyber Security professional. Cyber Security is a career path 
that calls for independent thinking, the ability to problem-solve, and the attitude of continuous learning of new skills. 

Most organisations struggle because they don’t know what cybersecurity 
skills they need or put too much weight on certifications. They haven’t 

mapped everything back to a workforce strategy or framework to figure out 
what they need. We have to look for alternative, emergent techniques that 

we can use to not only source these people, but build them.

－ Sam Olyaei, Director: Security and Risk Management.



The statistics speak for themselves

What is the true value of cybersecurity certifications?

According to a report by the ESG and the Information Systems Security Association (ISSA), certifications are not as valuable or 
necessary as industry marketing suggests.

While some cyber jobs do in fact require a certification, many do not -- it is not an industry requirement. The ESG and ISSA surveys 
revealed that while 56% of cybersecurity professionals have achieved a CISSP, the next most common certification was the 
CompTIA Security + certification at 19%. Most professionals surveyed agreed that having a CISSP helped them or was required to get 
a job initially, but less agreed that the certification sufficiently provided them with the knowledge, skills, and abilities to perform. 

The figure below demonstrates two realties: 
(1) certifications are not a leading driver in finding employment 
(2) the utility of certifications markedly decreased in just three years and will only continue to do so.

The cybersecurity landscape is constantly transforming in response to not only new cyber threats, but also new technologies and 
tools. As a relatively new and dynamic field, there lacks a cohesive industry standard for training and education. For those looking 
to enter the industry, certifications appear to be the most regulated and respected route to career. For those already in the industry, 
certifications are thought to be the most official or reliable way to develop new skills.

Cybersecurity certifications certainly have value, but it’s important to also recognise their shortcomings. As many believe, they do 
not represent the quintessence of cyber capabilities. In the words of Christopher Morales, the Head of Security Analytics at Vectra 
Networks: “I wouldn’t call any certification a ‘need to have,’ I consider all of them ‘nice to have.’”

Cybersecurity professionals are not automatically successful in result of receiving certifications, for cybersecurity is a career path 
that requires independent thinking, the ability to problem-solve, and ‒ most importantly ‒ constant learning of new skills.

Pros and Cons of Certifications at a Glance
Can help professionals pursue specialised roles

Industry recognition
Can increase salary

Provides cyber theory and background 
knowledge

For-profit vendors
Expensive
Out-of-date content
Certifications must be renewed
Does not provide cyber training
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Of the security certifications you 
have achieved, which is most 
important to you in terms of 
getting a job in the cybersecurity 
field? (Percent of respondents, 
multiple responses accepted)

Source: Enterprise Strategy Group



Are cyber skills the future?

Why are cyber certifications decreasing in importance?

To a certain extent, cybersecurity certifications can help entry-level professionals 
find a job, increase their salary, or move into more specific roles. Certifications 
have their place and value, but it is important to realise that the number of 
certifications does not automatically translate to qualification. According to ESG 
senior principal analyst Jon Oltsik, multiple certificates or certificates often serve 
as “window dressing” on a resume, but fail to help individuals actually advance 
their cyber skills. Evidently, certifications may help one secure a job, but 
becoming a successful cybersecurity expert requires continuous learning and 
effort beyond certification training. Certifications should be viewed as playing a 
supporting role, for they cannot replicate the value of real-world experience or 
hands-on learning. CISOs must prioritise scenario and skills-based training if 
they want to their employees to excel and keep pace with cyber threats.

Why companies are moving towards continuous learning?

Cybercriminals certainly don’t think or worry about certifications. They think about new and unique ways to maliciously infiltrate 
operating systems and businesses. From this perspective, it is apparent that the best way to defend a business against evolving 
cyber threats is investing in cybersecurity employees’ continuous skills development. As cyber threats and technologies continue 
to exponentially develop, businesses will find that the staff members who are creative, flexible, and capable of learning on the job 
will be the most effective. Cyber certifications are not equal in value to cyber skills. While certifications are stagnant, cyber skills are 
fluid and adaptable.

As cybersecurity evolves, certification courses have become less successful at providing comprehensive, relevant training that 
meets the demands of the workforce.

To begin, certification training is geared towards helping individuals pass the exam, not towards preparing them for real-world 
scenarios. This is because most certifications are issued by for-profit companies, which means that the more people they pass, the 
more money they make. It also means that the standard of proficiency is not set too high. The marketplace is flooded with one week 
‘Boot Camps’ that guarantee to provide all the knowledge one needs to pass their certification exam. Yet one week is certainly not 
enough time to master any specialty, especially not cybersecurity.

Not only are certifications and certification training programs expensive, but they are also temporary. The education and exam 
materials are evidently confined to a time and place, while cyberspace continues to evolve rapidly and unpredictably. In turn, 
certifications must be renewed every three years, with annual maintenance fees ($85/per year for the CISSP) required to requalify. 
Many would argue that three years is even too long to wait, as the skills and knowledge necessary to perform efficiently in a 
cybersecurity role change drastically in that amount of time.

This not to say that studying and passing certification exams offers no worthwhile knowledge, because they do. White certification 
exams can hold value, they are usually un-interactive and can quickly become less relevant to cybersecurity professionals as they 
enter the workforce.

Cybersecurity is a hands-on job, so unsurprisingly the best training comes from practical experience, interactive training, and 
face-to-face mentoring ‒ not book knowledge.



For more information, please contact training@iacd.io

https://insights.dice.com/2019/02/12/security-certifications-they-worth-earning/
https://www.esg-global.com/esg-issa-research-report-2018
https://www.csoonline.com/article/3130704/the-truth-about-cybersecurity-certifications.html
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Dynamic approach to cybersecurity was built with both present and future threats in mind.

Knowledge and skills are never quite fully realised in cybersecurity, signifying that certifications 
are insufficient and constant development of cyber skills is necessary. A business’s security 
team must stay versed in the latest tactics and tools to defend against cybercriminals, and 
cyber professionals must always be adding skills to their toolbox. This ensures that when an 
unprecedented problem arises, security teams have the resources and practice to quickly and 
efficiently deal with it. Businesses must be willing to invest in developing the skills of their cyber 
staff, particularly considering the widespread shortage of qualified cybersecurity professionals. 
96% of cyber professionals agree that they must keep up with their skills or else the 
organisations they work for will be at a significant disadvantage against cybercriminals.

To realistically fill the skills gap and combat cybercriminals, what the cybersecurity industry 
needs most is problem-solvers and continuous learning. The detrimental condition of the 
cyber skills gap speaks for itself ‒ professionals need more cyber skills. Soon, cyber skills will 
begin to trump certifications altogether as businesses come to realise the sustained value of 
investing in cyber skills.

Contact us to learn how your organisation can implement a skills-based strategy that creates a 
workplace culture of advancement and gives your organisation a competitive edge.

The Institute of Advanced Cyber Defence aims to advance both the quantity and quality of knowledge and skills in the domain of cyber 
intelligence and security. With the WEF consistently ranking ‘cyber’ in the top of their annual Global Risk Reports, and the (ISC)2 
estimating the shortage of ‘cyber’ professionals at 3 million globally, there is a clear mismatch between organisational needs and 
available talent. It is the IACD’s mission to bridge this gap and address the dearth of cyber defence competencies. 

The Institute’s expertise is based on first-hand experience protecting organisations from cyber threats and attacks, as well as on the 
expertise of a network of companies from tier-1 countries that are global leaders in advanced cyber defence services and solutions. 
Their offerings are military-grade and find their origins in law enforcement and national security, with their team members often having 
served in leadership positions in the world’s elite national cyber defence units. 

As such, our pedigree is unmatched and with our partners we seek to further develop and transfer this know-how for the benefit of 
individuals and organisations alike via a number of avenues.


